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You should see something similar to this from the lower right portion of your desktop

Windows XP Configuration for UR_Connected

12115 PM

4" Wireless Network Connection Status 2”2'
Gereral | Support
Connection
Status: Connected
M etwiork: UR_RC_IntermalSecure
Druration: 00:04:-50
Speed: 54.0 Mbpz
Signal Strength: III![I
Activity
i
Sent Recewved
o
L il
Packets: 221 28
Dizable ] [ Wiemw wireless Metwarks ]

Cloze

Before Starting, ensure that you have
wireless enabled on your computer.
To begin the configuration, Single click

1]
from the lower right portion of your
desktop

If Prompted with the Wireless Network
Connection Status screen

Click the Wigw wireless Metworks to see

all of the wireless networks that are
broadcast - otherwise proceed to the next
page of the instructions
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Windows XP Configuration for UR_Connected

(t:1) Wireless Network Connection E| Within the Wireless Network Connection

Eﬂi’ i_hange the order of

i ; preferred networks
Network Tasks Choose a wireless network Screen, Click
g Refresh network: lisk lick an ikem in the list below to connect to a wireless network in range or ko get more
information.
<2 Setup awireless netwark ((@)) UR_Connected
for a home or small office
*f Security-enabled wireless netwaork IIII!
Related Tasks (f?}) UR_RC_MacPilot
i) Learn about wirgless Unsecured wireless network IIII!
networking ((@)) URRC Guest
iﬁf Zhange the order of ? !
preferred networks Unsecured wireless network I“I
'gﬁ ihange advanced ({ }:I flonpe conpect
settings )
*f Security-enabled wireless netwaork IIII!

(f?}) UR_RC_InternalSecure

*f Security-enabled wireless netvaork, (WPA) IIII“

Conneck
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Windows XP Configuration for UR_Connected

-+ Wireless Network Connection Properties r? |r'$_(| Within t.he Wireless Network Connections

—_— Properties Screen, you should see any
wireless networks that you have
connected to in the past

General | Wireless Metworks | Advanced

[*]il e ‘Windows to configure my wireless network, settings

Auailable network.z: Add.

Click = to add UR_Connected
To connect to, dizconnect from, or find auk more information

about wireless netwarks in range, click the button below,

Wiew wireless Metwarks

Prefermed networkz:

Autamatically connect ta available nebworks in the order ligted
belony:

':,-1:' UR_RLC_InternalSecure [Automat. .

Add... H Bemove H Propertiesz ]

Learn about getting up wirsless network,
confiquratiar, =

Ok H Canicel ]
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Windows XP Configuration for UR_Connected

Wireless network properties W!thln the Association TaF) on the
Wireless network properties screen

Azzociation |.-’-‘-.uther'|tin::atin:|n Cornection

For Network name (SSID), enter

Metwark name [S510]: UR_Cornected | UR_Connected

v|iConnect even if thiz network, iz not broadcasting
2 Check the Connect even if this network is
Wirelezz nebwork key .
not broadcasting box

Thiz netwark, requires a key for the following:

o For Network Authentication, enter WPA2
Metwark Authentication: |WF'.5.2 L |

Drata encryptior: |x—‘«ES v | For Data encryption, enter AES

| | Select the IM tab

[ 2]

[] Thiz iz a computer-to-computer [ad hoc) network; wireless
access points are not uzed

[ OF. ] [ Cancel
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Windows XP Configuration for UR_Connected

Wireless network properties W!thln the Authentlcatlon. Tab on the
Wireless network properties screen

Azzociation | Authentication |En:nnnec:tin:nn

For EAP type, select “Protected EAP
(PEAP”) from the dropdown menu

Check the Authenticate as computer
when compute information is available
box

Enable IEEE 802 1= authentication for thiz netwark,

Tl | clecied EAF (PEAF) v|

-

Authenticate az computer when computer information iz available

[ ] Authenticate as guest when user or computer infarmation is
unavailable

(] ] [ Cancel
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Windows XP Configuration for UR_Connected

Within the Protected EAP Properties
screen

Protected EAP Properties

When connecking:

L e Verify that the Validate server certificate

box is checked

|:| Zonneck to these servers:
| For Select Authentication Method,
validate “Secured password (EAP-

Trusted Rook Certification Authorities: MSCHAP v2)” from the drop down menu

[] aaa Certificate Services
[] AC Raiz Certicdmara 5.4,
[] ac Ralz DMIE

[] &C RAIZ FMMT-RCM
[] acEDICOM Raot Click LSanfigure. .
[] a-cERT ADvANCED

[] acre

¢ | >

|E[5

Check the Enable Fast Reconnect box

(£

|:| Do nok prompt user to authorize new servers or trusted
certification authorities,

Select suthentication Method;

|Secured password (EAP-MICHAP w2) W |

Enable Fast Reconnect
[ ]Enable Guarantine checks
[ ] isconmect if server does nok present cryptobinding TLY

(04 ] [ Zancel
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Windows XP Configuration for UR_Connected

If you use a machine that authenticates to
the UR active directory domain at start
up, continue with these instructions,
otherwise proceed to the next page.

EAP MSCHAPv2 Properties

When connecting:

Automatically use my Windows logon name and o .
paszword [and domain if any). Within EAP MSCHAPV2 Properties popup,

Verify that the “Automatically use my
Windows logon name and password (and
[ oK | [ Cancel ] domain if any)” is checked

Click |

Then click L again on each
wireless screen that had been opened to
complete the configuration process (3
times)

Wait, as it may take a few moments to
connect

When prompted

Validate Server Certificate 0 Wireless Network Connection b

Click here bo process vour legan information for the rebwork
UR_Connected

The Root Certification Authority for the server's certificate is;
Erftrust.net Secure Server Certification Aukhority

If this is the correct certificate, click OF to connect and yau will not see

this message again. Click CAMCEL to drop connection,

click & to complete your connection

Then when prompted with the Validate

[ Yiew Server Certificate

Ok, |[ Cancel ]

UR_Connected!
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Windows XP Configuration for UR_Connected

EAP MSCHAPv2 Properties o | If you dg NOT use a machinfe tha‘t
— authenticates to the UR active directory

domain at start up, you will have to enter

‘When connecting: your credentials manually.

D?ﬁutumatically uze my Windows logon name ar‘u:lé
ipazzwiord [and domain if any). {

After clicking | on the EAP
MSCHAPV2 Properties pop-up, you will be
prompted with

[ OF. ] [ Cancel ]

0 wWireless Network Connection X
Click here bo process your logan information for the network
UR_Connected

Enter Credentials

Click either the Windows Wireless icon in

the system tray =l or the “Wireless
Network Connection” pop-up (above —
this pop up will disappear in
approximately 5 seconds) to complete
your connection

Enter your user name

User name: | Usernarne |
Password: | sessseses | Enter your password
Logon damain: | LR | Enter Logon Domain of “UR”

Save this user name and password For Fubure use

[ Ok J [ Cancel
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Windows XP Configuration for UR_Connected

Validate Server Certificate
Then when prompted with the Validate

The Rookt Certification Authority For the server's certificate is;
Entrust,net Secure Server Certification Aukhority

If this is the correct certificate, click OF to connect and yau will not see

this message again. Click CAMCEL to drop connection,

UR_Connected!

[ Yiew Server Certificate

Ok, |[ Cancel ]

Note: Please ensure that you have all of the latest updates from Microsoft Update. If you are not running the most up-to-date windows operating
system patches, the menus you see may not match the ones referenced below. Additionally, 3rd party software can also alter the menus you may

see, please contact the UnivIT Helpdesk for assistance if needed.

Note: These instructions assume the use of a wireless network card that is managed by the Windows XP "Wireless Zero Configuration Service." If
your network card cannot be managed by Windows, please refer to the documentation that came from the manufacturer of your network card to

determine if and how to connect to WPA2 networks.
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