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e [he content of this seminar provides
information regarding the HIPAA
Privacy. Rule as it relates to clinical
trials. The content of this presentation
IS not intended to provide specific legal
advice. Participantsishould consult their
legal counselierguidance when
applyingrthe Privacy Rulete: particular
factual situations.
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e  General: Supplemjents;’j I§Fé§k Jetc. \
e  Quick Refresher ( e
/e  Review of the Iate’stguidc)mce documents and J

notices relating to the Privacy Rule and Clinical
Research

o Covered! Entiti

e OCRQRA search: Myths of
Privacy Cc 4

e Respo e study team) / Application

 strat |
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e The Heélth Inéuﬁé“é\P@tability and L
Accountability Act ofi 1996 (HIPAA)

e [hree areas of Focus:
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Administrative Simplification

e Standardizing Electronic Financial and
Administrative Data Transactions in Health Care

e Standardizing National Health Care Provider
Identifiers

e StandardizingfNational'Standard Employer
Identifiers

Improve Privacy and Security of Health Information.
The sections of the law that directly affect
Clinical Research (45 CFR 160, 162, 164)
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Brief Ch ronoloév of the law: '- \ |

e August 1996, HIPAA Passeé Public Law 104\1'9-1%

o ust 1999£ongress unable)to agree on Privacy Rule, HHS
/ toogf< over /

e November 1999 First Proposed HIPAA Privacy Rule, HHS

e December 2000, Eirst Flnal AA Privacy Regulations, HHS
e April 14, 2001, EffectiV: Privacy Regulations

o Compliance Dtz r\,.)l’ll L4, 2003

e Except Sme xtension, April 14

2004
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Brief Chronology. of the law cont. '- \

e March 2002, Proposed Modification of HIPAA\Privaqcy Rule

/o August 2002, Final Rule as Am)ended from April 14, 2001; (
Compliance Da‘qe of Privacy Regulations still April 14, 2003

e February 2003: Final HIPAA Security Rule Regulations
e March 2003: d
0 Notice of Addressifor Submissien of Reguests for
PreemptionEXceEptioniforStateillaw. -
o Notice of Addresses|forisubmission of HIPAA Health
Information' Privacy Complaints I~
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Brief Chronoloag/ of the Iaw{;ont -. L

e April 2003: “Enforcement {ule“” Interim Rule\@‘}CER 11(610))
/o April 2003: §écurity Standards/Final Rule \ I
o Compliance -))ate April 21, 2005
e Small heal%l‘nal s April 21, 2006
e April 2005: Proposed Enforcement:Rule

e February 16, 20065 Einal'Rulei o HIPA’A Enforcement
Published
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Latest Guidance Documents and Notices Relating to t
Privacy and Security. Rulgs \

Vg é\ey rces: . ) \ B N
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I IPAA Terninolee)y

e http://www.hipa action/fags/glossary.htm
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1. Website for Freque‘ntl / Asked Q&A \Q\j/

e hittp://healthprivacy.answers.hhs.gov/cgi-
bin/hipaa,_gfg/php/enduser/std_alp.php?p_cv:1.7%3 2W0&%20p_cat
/ - S=7%2C0&%20cat_lvli=7&cat _/Ivl2=0&p_search._\~text (
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e i ‘ o \
I1. Sign up for OCR Privaé/ Listserv \Q\j/

e OCR has established a listserv to ihfoﬁr;m the
/ public about Privacy RQJIe FAQs, guidance, an(}I

| technical\'__assistanc:e materials. \

e

e TO subsc\ri'b ;
http://list.nih.gov/Cai=hin : Dill=aocr-privacy-list&A=1

e Or you may/gp) e ge o hittp://list.nih.gov/ and
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11, Guidance: HOW, TO FILE A HEALTH __
INFORMATION| PRIVACY. COMPLAINT WITH THE—
OFFICE FOR CIVIL RIGHTS

/e E-mail, ma“ih\call, fax, in pe__l-json \ J

e E-mail response to question or complaint:

o "Thank youroryour erigl/ito, the. Office, for Civil Rights
(OCR) at thie Departmientofiliealth and Human
Services, TilsI5an aulolialed response to

4 L ol
acknowleagerrecelploryou Enall..

- I your-emallls: GrcofTipIalit Tl De. assigned to

/"'/ Staliglo reviewialia/applopliale
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-~ ‘ i F
IV Consumer Health Info%atlo\P Ivacy. nghts \
Education Booklets: \ )

e Your Health Information Privacy Rights |
/ anacy\*ud Your Health/Information | J

V. Disclosures for Emergency Preparedness: A decision
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Administrative Sinz lification Final Rule \ﬁ:
on HIPAA Enforcement; 16-FEB-2006.
/ __:_Effectiv\e\MarQ_h 16t, 2006 \ J

o Adopts theKC*e Iplete Regulatory: Structure for implementing
the Civil Money;Penalty autierity efi the Administrative
Simplification partiefi HIPAAS

A

o Covers the enforcementsprecessiomitsibeginning, which will
usually be a complainterrajcompliance review, through its

~ conclusiony
S . J
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VI. HIPAA Enforcement cont " =
»  Principles of Achieéng Compliance. -
s Cooperation of CEs ) J
B AssistanEe to CEs \

« Complaints:

/
0) f’
0 acts or omissions
/__/o ived for good cause)
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Compliance Revie s:-~-) e
~ ReSpOhSIblllty of: CE J
0 Prowde Records and Compliance Reports (including

0

0

0]

pO|ICI€S~I‘ garding HIPAA)

During nofimalibusinessineurs;
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S /7 OTTIC
V1. HIPAA Ehforce_me t cont, -. ~
: N\
» A complaint or compliance review may result in~
- Informal Resolution r)
/ 0 If activities now satlsfacto y and/or implemented CAP (due |
- diligence) - \

0 CE and complainant not|f|ed
- A Findingrefi No Violation

o CE and comiplainant notified
- A Finding oefiVielation

o CE givenitime toyprepare/derense and submit written evidence
(30 da 3) /

0

/
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o/~ DHHS 7 Office of the Secretary
V1. HIPAA Enforcement cont.

« If afinding of a Violation is made;-a_civil
money: penalty will be/sought for the
violation.

- Can be challenged by the covered entity (CE)
through a fiermal hearing.

-~ These rules apply te covered entities that
violate any oiftie riesiimplementing the
Administrative:Simplificationiprovisions of

HIPAA

20
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1S /7 Office of the Secretary

V1. HIPAA Ehforce}ne t cont

. Civil Money Penal 'es*) WY
Vi Whatﬁ'f*\VioIation by more than one CE J
o If both at fault, each will receive penalties.
= What |Hia|llty oft CE due to Workforce Member

0]

/_,./ CE did netzKnowiof; '“\ BGLIVIL: “
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VI. HIPAA Enforcement cont -- =
. Civil Money Penallf/ ~ e
S Amount L|m|tat|ons ) f’
o Cannot\be Vi \
0 more than $100 for each violation or
0 of $25 000 for: identical violations during a

0 ated in @ more general

/
BIViG ation of only ONE of;

e

separaté violation

’ -
-compliance. N
Sw J
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1S /7 OfTice O
V1. HIPAA Enforce}n conl D N\
. Factors Considered’ e
Vi Nature\apd circ-umstanles of violatio J

o Results: Physical harm, hindered rights to PHI, financial
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. Affirmative Defenses ) e

Ve Reason‘able Cause

o' Clrcumstances make it unreasonable for the CE to
comply.with the laws provisions

0]
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DHHS 7 Offtice ot the Secretary
VI. HIPAA Enforceme T-~-eo -. \

o Cannot impose civil money penalties f?)‘r:\ :
/ — Punishable under more severe reguirement ' (
- CEdid no}} know of; the violation

- Violation due to reasonable cause and Not willful neglect,
?;2% corr\eete during 30 day. f/u period or during internal

. WENWE S

- In whole orfpartwhen paymentwould be excessive relative
to the vielatio; 4

0 3 0 s ~ .x.‘h‘\“
Y e enacted Withini6iyears from the date of
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VI. HIPAA Enfo rcefnzvft‘(:@n A
D

. Notice of Proposed Determination™ .

/e FaiIurE\tQ request a he__,éring within 90 days = |
- imposition of; the proposed penalty
- CE ma?*re lest a hearing| in writing:

on to) the publiciand other agencies

—  Final penalties ~
"
— Progess not organizediyet |

(
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DHHS 7 Oftice ot the Secretary

V1. HIPAA En?orcehq?vﬂ:“mn | L

o Due Diligence Atnjosphere ~

e \Voluntar Compli
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N I8 h:ttp://wwvvf.nih.go\'/

C

e Educational Materials . \
/ e Authorizations : ) | | f
e Clinical I%,search A4 \
e Health Se

rvices Research and the HIPAA Privacy.
Rule 3 -

o HIPAA Pri

/ r<uI—= BOEKIELTEN Research




f'_.__..--"

/

. | _ | .
. Most notices fromAe FDA Refer: to OCR\Ms/
> (Office of: Civil Rights) & CMS (Cé\rﬁ:'érs for

Medicare & Medicaid Services) |
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-CMS to enforce HIPAA transaction and code:sget standardshh':"'“f

e "HIPAA administrative Qimpliﬁcation IS going to |
/ streanmine and(standardize the electronic filing and/
processing of health insurance claims, save money and
Provi etter service for providers, insurers and
patients,” -
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‘e  MedWatch Progralln: Statement on AE Reportihg\“\
Post HIPAA | —

/o Guidance for Industry: .Ijstitutional Review Board' |
Review 01‘\$tand—'AIone ealth Insurance Portabilin/
and Accountability: Act Authorizations

>

o Blood Banks ElectroniG Signature Uas_e Post HIPAA

o Privacy Guidance)Research & IRBs

S Research Repositeies




# A Barnett International

. Results powered by experienc

e HHS proposes that Federal laws overrule. state laws that are: :
e in conflict with regulatory requirements or. \
—

e provide less stringent privacy protections. |
e But those states that have moréstringent privacy laws w‘ﬁtﬂdhoﬂlsempt Federal

EN X )
4 EltIeIaDtAeXaw will nothf_; preempted unless it "prevents" comhliance with

o State law "prey _
law makes it Impossi

ts the application” of a HIPAA provision, if the State
for a party:te, comply with”I-_IIPAA.

oy pEnmits but:dees notrequire an issuer; to do
the Stgte law would not be

e If a State law sir
something that is profiibited underhilEARA)
applicable.

e The issuer simply couldinettake adyan'gagm MOre generous

State law provision. -
/ |

g 55“—1’6/ appregciorRrSOR development: N
-~ |
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- Specific Issue: The pljevioﬁé“statements r“egardinb\\ __
State laws and HIPAA(have created some privacy
issues. An example is the)affect on teI dicine

/  practitioners,

e Under these cwcumstances telemedicine practitioners
could be faced with a patchwork of: state privacy
standards. '

o [or example) IliaISPEGa)/SWITISIGLE A Werefté/econsu/ting with
physiclansistales; By G ahiai) ’
a /aeyIaws sliolldailarepre: d,g/lce over others?

o What if-they confiictz: e

f

|

. J

%

e
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e All states have /a WS‘QOl/ rning. the use and \? __
disclosure of health information with a wide variety.
of protections. )

/ /

o 7he Georg>0 wn Privacy. Project has assembled &
CoMmprenens ve summa/y or these state 1aws at:;

N
|
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e HIPAA Preemption{éhar':s L
e Search Each State. E;fample 0] NV\

/ e http //www.health.state.ny us/nysdoh/hlpaa/hlpaa [
preembtlon charts.htm
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e Laws in every state protect the privacy, \o];medlcal
records to some degree.

e Largest a}tivity, 1996-2002 \
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‘Examples of some staté laws related to ge’r?e:gLC
information and resources: ~—_ =

/ o http; //www Gml gov/su/techrlsources/Humar{_Genome/eISi
/legislat: shtmI#II

e See charts of stateigeneticsdaws,and information on
genetics legislativeractivitysenttie:National Conference of
State Legislaturesi\Wel site: /

e See the NIH NHGRIBalicy/and Legislation Database
(qf,all genelics  insurance disGrminato; Ieg|slat|on

. J
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State Law

e Covered Entities Must know:their state laws
applicable to trial participant privacy.

e Sponsors & Sites that are CEs must verify.
that state law is included in contractual,
Protocol and. ICF language to protect the
integrity of the data, ensure regulatory
complianceld preteciitnerights of the study
subjects. REsOUREES:

e Privacy Boards /[ IRBES
e | egal

38
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7

GCP and GPP; - a N SN

» HIPAA Regulations do Not override The- |
/' Gommon Rule or FDA’s Human Subject’s f
RegulatlonsI

39
Kkﬂ""‘-..h\
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OINPIEREE

How. has HIPAA impacted clinical
" researchers? /
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1. Increased Cost o“f St él?Strt-up | L

e Additional 3 months on?average Y. |

/ e @ Primarﬁﬁdue tofco-ntrafc- language \ J
e Remember who is the covered entity

e Data Use Agreements :

e Master Ag

e




P Barnett Internatlonal

AP EEINERLS 6

"r ENEIVACYIRUIE

o The Privacy Rule 'doéé not mandate \kﬁ_;
provisions be included in research-._ :
/ agreemehte between dEs and stuc{y | f’
SPONSO¥S. ,
e But for CKE**a to ensure the PHI of the
study. subJ S5\ (S protecte o HIPAA inclusion

FECOmmMmeEna

‘ .
- ]
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"o Each party’s obligations to‘ com ;;'W‘Ithﬂall pplicable laws and \k

regulations, now including HIPAA. \_

e Since most sponsors are I\{OT CEs, agreeing to%;hgj\e\tovision IS

not disadvantageous.

/ e The research é'i?e’s (CE) responsibility to obtain the authorization of
each research subject. (or waiver if applicable)

e Establish whicﬁ\te.mlate will be used for: authorization, CEs,
IRB/Privacy Board orsSponsof:. (May:help with missed authorizations)

e List of parties, incGlUdiNg the;spoenser, Whewill be permitted to
receive PHI as pafi=eiithe stiays

J

e The PHI that willfbe permitied to)be received:

e Any restrictions on the furtheruseiand disclosure of PHI by the
sponsor and ether; parties WhorreceivethelPHI as part of the study.

(_\\ 3

Sw J e
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e Increased overhead of sites \
e  Administrative Simplificatibn
/ __ e Privacy Officers/ QA |
=" Secu\r}ity Rule’ 7 \
e National Provider Number Activities

o ered Entities have faced many challenges implementing

and now comes;the national provider identifier: rule,

23, 20077 compliance date.

e Theldentifierdisamugeimplementation issue because it
VolVESIGianginginformation systems and business

OTOGESSES; /
Sevzral million provider identiiers rissd g B3 i=eizgted cirle
assigned intheinext 172 montns; -

Y
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II. Authorization: Com‘bi?(,[ 6?N0t ombine? L

o Initially separating prior}o final rule \

A A y

e Then cobined: the amended rule allowed combining

e Now! trendtewardfseparating
MSULULONS S0F50) 4
Frely Ot e SPeNSers appPreack;
79N th2 Sponsors approactt
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SO

II. Authorization: Con4binéi or Not:Combine? Conf.\w,

e Why separate?
o Understanding of the participant and legal rep\eﬁntagve

e Fea“r~of OCR interpretation o}’ ‘understandability” of the -
/ . authorlz}atlon language / \ f

¢ Why Combine?
e Less %Cu nents to prese

e Betler at wording|language




current Irends

f-'-._.--.-.

1II. Release of Inform"atior‘f - | L

o Institutional Paolicies on record review\

/ __ e Source Document Rewevv) in the “dungeon?® [
e Appom}ments needlng more advanced notic

e Access to original source questionable

e \We MustsViartamiClimicalii rch Best
Practicerwhenrcompiying with HIPAA policies




IV. Revoking of Autho‘rizat{aﬁ | L
: .

P oEthic“S‘:KVithdrayy Conse&t VS. Revoking_Authérizatior]f

\

e One can be verbal and one requires written request

o No requirements,under: HIPAA that the researcher find
out if aisubjectisirevoking authorization when they

-

are withar@wing censent:

e Should this hbe

| ofithieprocess? It is part of the
/"/ consenting|pro -

Al
cje;

zlfEe
- e S
OOy




' : . . B tt Int tional.
Withdrawal of Consent/ Revoking of Authorization: @ i pomemiy et

Flow Chart

49




V. Compliance ) ~ \\}
e No HIPAA Privacy Inspections results dlrectly linked to Clinical Research
noted to date by the OCR. -

- e We have No "Best Practice™ Yet.

7 e There\ls no suchithings as a HIPAA certification! J
e goonl_‘i%hamsm in place yet to post inspection' results like BIMO

o FI\a'HD .

o There lavelbeen r-'porr-'d GASES|0f; Resgarch Privacy
Complaints:
e OCR Privacy: FoUINEN 66562757758 5

ob ined regarding researchrcomplaints) ““x
i ;' NC = Atlanta 404;562-

50
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VI. The Strlctest Rule . Rules! " L

e [he strictest rule gpplies).mless it con@&‘s f
" Federal reb_plations.'* \

e Some Sponsefsialso




VIL., HIPAA Effectiveness ": -- \%

e Press February 2006 “HIPAA/Aneffective”, Says IT Research Group =
(http://www. healthprlvacy org) -~ -

e With only a s\ngle conviction smcg its inception in 19?6, HIPAA is a |
toothless tiger"

e "The first fprobﬁérnq that HIPAA is complaint-driven, and complaint-
driven enforcementzdeesn’

e The second
has occurre
itself.

ro .J|'-'fl'l |3 rrur In rn—' on—' | PAA- related conviction that
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“US agencies' commitment to enforqi\ng HIPAA is shaky. | e

A report from the Government Accountability Office (GAQ) says thatsthe FBI could
not account for all of the $379 million it was given from 2000 to 2003 in order to
investigate HIPAA-related frauds. Some ofithe money was shifted to counter-
terrorism efforts, but no one could verify that the remaining HIPAA funds were
properly spent.

One conviction that%rette,d $9,000 in penalties; worth an investment of over a third
of a billion dollars?

Without proper: government:agency/eversightyitscomes as little surprise that there
has been only one HIPAATGERVIGCHO /

The enforcement of HIPAANSIWEaK compared tojether privacy laws such as the Fair.
Credit Reporting Act Which eariergtiisimontafined datajbroker. ChoicePoint $10
million for a security breach thatiresultedinthe theftief 160,000  consumer: records.

- = - - - . * = K -
The bottom lineiis;that for HIPAAYGBEEffecuVE; Itineeds to be enforced with the
safme vigor thatisJdad 0)OtHET [EWEH ~_
- 5

Sw J e
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HIPAA Compliance

http://www.hipaadvisory.com/news/

Unauthorized Disclosure Examples:
February 9, 2006 Confidential Patient Data Sent to Wrong
Companies for Months
e Case I: A small Lockport, Manitoba-based distributor of
herbal remedies has for the past 15 months been mistakenly
receiving faxes containing confidential information belonging
to hundreds of patients with Prudential Financial Inc.’s
insurance group, reports Computerworld.
e The data exposed in the breach -- and faxed to the
company by doctors and clinics across the US -- included
the patients' Social Security numbers, bank details and
healthcare information. 54
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HIPAA Compliance

www.healthprivacy.org

“Of the 19,420 grievances lodged so far, the-most
common allegations have been that:

» Personal medical details were wrongly revealed
e Information was poorly protected,

e More details were disclosed than necessary,

e *Proper authorization was not obtained,

e Patients were frustrated getting their own
records.”

55
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S EAANCERRIIEN

Most common finding inre?a/rch setting is: \

e No Authorization Obtained - —
_- Why? i

ost Common: Thg site assumed the authorizatiofn

was combined. Depended on the SpONSOr.

d what was done to
A
ized disclosures
ledle))
ase Sc




# A Barnett International

'_ Results powered by experience.

i ﬂ VS { —

Documenting HIPAA authorizations in the source:

MS. PATIENT WAS HERE TODAY FOR A SCREENING VISIT FOR THE
ABC222 TRIAL. PRIOR TO INITIATION OF ANY STUDY PROCEDURES, MS.
/ PATIENT WAS GIVEN TIME TO READ THE STUDY INFORMED CONSENT
AND HIPAA AUTHORIZATION. DR. INVESTIGATOR AND MR. CRC
REVIEWED THE FORMS WITH MS. PATIENT AND GAVE HER TIME TO ASK
QUESTIONS. MS. PATIENT HAD QUESTIONS REGARDING EXPOSURE TO
SUN LIGHT WHILE ON THE STUDY DRUG AND ACCESS TO HER STUDY
RESULTS. THE KNOWN SIDE EFFECTS FOR THE PRODUCT WERE
REVIEWED. MS. PATIENT WAS INFORMED THAT SHE MAY REQUEST
ACCESS TO HER STUDY FILE AFTER THE STUDY DATABASE HAD BEEN
SECURED BY THE SPONSOR. THE PATIENT VOLUNTARILY AGREED TO
PARTICIPATE IN THE TRIAL. A SIGNED COPY OF THE INFORMED
CONSENT AND HIPAA AUTHORIZATION WERE GIVEN TO THE SUBJECT.

. T ) Sl
m__»_‘x J ‘“—».H
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http://wWww. heailthprivécy.of@'“ " \ |

e Bush Admin. Fails 1st anéan Annual HI'PAAQ_‘Privacy

Check-Up ) :
o April 14t 2004 & 2005: ’“ )

o Unfortunate\y,.,te, Impact of the Privacy Rule is dramatically
weakened by rampant misunderstandings by both patients and
providers and inadequate
administration;

e [he Bush administrati | of failing to
actively promote and enfe ' Ulé'sﬁjxanguage and

intent
r/'.'

%

. J
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First Annltizl] FIPAN Privziey Chee;<l)e
radlarz|l CGovarnmant Seorirnle

1. FAILED to educate providers and patients about
responsibilities

e Misunderstandings continue to dog successful implementation
of the Privacy Rule.

e A strong education effort is needed to separate myths from
facts and ensure that consumers, health care providers, and
insurers understand the Privacy Rule.

e *Especially as the Bush administration is actively lobbying for
the development of a national electronic medical record system

(RHIOs: regional information networks and organizations)

59




@Barnett International
Results powered by experience.

HiSEARRURINHIEAASERVACYACHECKEUP
S6

FECEIRINSOVEMMENSEONRNG

'RHIOs ) / — - \E |
e In 2006 new RHIOs will slowly begln to come on line in the——

US.

Goal: enable£I|n|C|ans to secu ely exchange patlent medlcal
records »

There are currently less than ten such reglonal iInformation
networks exchanging live da :

A

Predicted that apprexime ore will start operation
during the course e 2006

Examples: COp iy MIFNE
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HISEARRUEI N IEAASEIVACYACHECKSUD!

racldrell Govarrimerit Seoririe)

CRHlOs NS | A\

e Are these systems 21 CFR 11 compliant? Mnsor
/ monitors /\UdItOI‘S I;1ave acc ss to the original raw data? (

e Consumers’ prlvacy fears 1 in 6 Americans withdraws from
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EsEARRURINEIPAASPHVACYAChECK=UP
raclarz)| Govarnmant Seorine

2. FAILED to adequately enforce the Privacy Rule
e Relying solely on consumer complaints to enforce the Privacy
Rule may not be practical.

e Despite over 11,920 consumer/complaints filed, not one civil
penalty has been imposed by Department of Health and Human
Services. (2004)

3. FAILED to protect the principle of medical privacy
e U.S. Dept. of Justice (DOJ) subpoenas of medical records and
many Federal policies continue to undermine the principle of
medical privacy.

62
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st AU LPAASPHVaCY ChEck-UUp
S

corinle)

raclarel Govarnmanie

4. FAILED to strengthen th%vacy Rule \1

T

e The Health Privacy Project’s 15:) HIPAA Pr/vacy\(};féﬁ—u,o called

/ on the Bush aﬁwinistratfion to strengthen the Privei\cy Rule by |
limiting marketing to consumers and to mount a vigorous public
education campaign. The administration did neither.
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Second AU IPAAPHVACY CHECK:
o) Faclarzl| GoVErimant Seorine

1. FAILED to provide adequate training and resources
e Adequate effective technical assistance to health care providers
and health plans not provided.
e The administration continues to fail to educate health care
consumers about their rights and health care providers about their
responsibilities.

2. FAILED to provide adeqguate enforcement
e Still relying solely on consumer complaints to enforce the Privacy
Rule is inadequate.
e Despite over 5,000 consumer complaints filed, not one civil
penalty has been imposed by HHS.
e And, dozens of criminal complaints have been referred to DOJ,
with no known penalties imposed. (April 2005)
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Second ARRUE EHIPAASPHVAC CHECK
o) Fadlarell Govarpment Seornie

3. FAILED to uphold the principle of medical privacy

e the DOJ, in its defense of the Partial-Birth Abortion Ban Act, issued
subpoenas for hundreds of women’s medical records.

e In court, DOJ defended the subpoenas, arguing that “individuals no
longer possess a reasonable expectation that their histories will remain
completely confidential.”

e Ironically, DOJ is charged with enforcing the new Privacy Rule, which
gives people exactly such an expectation of privacy.

e Demand for the records is likely to frighten women away from certain
health care services.

e A significant percentage of people are afraid to seek care or be
honest with their doctors for fear that their sensitive health
information will be used against them by employers, the
government, and others.
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I PAN Fleppiaywe ric joriine
Eaelarzl] GoVarnipnan)t

1. Strengthen enforcement
e more vigilant in enforcing the Privacy Rule and must insist on
full and accurate compliance.
e HHS should not rely solely on consumer-driven complaints, but

should aggressively monitor and/'oversee compliance with the
rule.

2. Launch an aggressive public education campaign
e public education campaign to clear up misunderstandings and
illustrate that doctors, for instance, can share health information
with each other without a patient’s consent and that family
members can be informed about a relative’s condition as well as
participate in health care decisions.
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Hemeweior the Eederal
GEEVEIMERT

3. Limit marketing

e The Bush administration made it easier for drug companies and
others to use sensitive health information to market to
consumers.

e Suggested that HHS should reinstate safeguards that required
drug companies and others who perform marketing on their

behalf to give consumers notice and the opportunity to opt out of
such marketing.

4. Give consumers the right to sue

e Suggest people should be able to sue when their privacy rights
have been violated.

e Congress would have to amend the Privacy Rule to include a
private right of action.
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"5,_C_qnduct oversight ,‘ / B \ \

e Congress should hold annual oversight hearin'wing which
HHS will testify about complaints) received, follow-up |
investigations riminal referrals public educatlon,\and [

enforcement.

e Congressional o ight on HHS’s enforcement of

ight will
the law, and pro '
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I EAANCOIPIIRILS
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o ‘
e OCR has received more tha eg/{é 000 c¢ mplamts since ZOB%

/

Despite HIPAA's establishment of civil penaltles{clrvyﬂiolatlons of ;
the privacy law, OCR has yetto i )npose a single ci

penalty.
e For a partial list of reported privacy violatior}s, see HPP's
“Medical Pri Stories.”

http://www.healthpri
url_nocat_show.ht
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S EAANRHOSECHIGRS

2 Federal criminal prosecutions under HIPAA since it
took effect in April, 2003:

#1: A Washington state man employed at a Seattle cancer treatment
center was convicted in 2004 after admitting he used protected
medical records to obtain a patient's name, date of birth and Social
Security number to obtain four credit cards in the patient's name.

#2: March 28, 2006: Medical office staffer admits selling unique
health identifiers; a Texas woman was convicted in federal court on
March 6 after pleading guilty to felony charges of wrongful use of
unique health identifiers. She was arrested after agreeing to sell
individually-identifiable medical information about FBI agents to an
informant she believed to be working for a drug trafficker.
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S EAANRHOSECHIGRS

What may be #3: May 2006

The names, birth dates, Social Security humbers;-and, in some
cases, disability ratings of as many as 26.5 million

veterans were stolen recently from the home of a Department
of Veterans Affairs employee on May 3 in suburban

Maryland. The employee was not authorized to remove the
sensitive information. This theft represents the

biggest unauthorized disclosure of Social Security data ever.

What about Research Specific?
eQueries to OCR, FDA, www.healthprivacy.org to date
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RHTPAANCOIMPIIEREE

The reporting system for HIPAA inspection results is
still not organized yet. Even though we do not have

specific reports for research, we need to be-sure we

have compliance review In the CE.

-What have you in place to identify issues?
-Do your employees ever remove data from the
workplace?
-Is there any practices at work that potentially
jeopardize the security of identifiable
information?
-How is the patient educated regarding the security of
their PHI, even when it is shared outside the CE (research)
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‘o Dijstinction Between tl‘le Seéﬂﬁtya 1d Privacy Rule? \
e Inextricably Linked —

» Compliance April 201, 200 e W
/e Security Gf\the electronlc form of: PHI \ J
e Standards
oImpIen%en ation Specifications -

e Privacy Rule

e 21 CFR part
e Sites, vendors,
;/ Issues with HER or EMR!
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Healthcare-Provider-letter m 'hs;qu.healt privacy.org

Mvyth #1:

/Myth #2: The HIP\AA Privacy Regs pIZOthItS or discourages J
doctor/patient emails. \

Myth #3: A patleﬁt-c;an 10t be Ilsted |n a hospital’s directory w/out
the pts consent:ana 3llis, probited from sharing a pts
directory |nfo NILATEIE: I_)u_)hr
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‘Healthcare-Provi'der-Iettér m hsMNw.heaIt privacy.org

Myth #6: | i[s8
/ Myth #7: v: 4 f i
2 ‘
Myth #8 Riprivae 5
/,_,
(2002 report: H@10)Vrs = $181hillion / estimate of

savings = $29.9 I|nk rn.nnly o thetre sa\Etron standards. No
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Myths of HIPAA

Healthcare-Provider-letter myths: www.healthprivacy.org

Myth #9: Pts will sue health care providers for not complying with the
HIPAA Privacy Regs.

Myth #10; Pts medical records can no longer be used for marketing.

Myth #11; Ifi a pt refuses to sign an acknowledgement stating that
they received.notice of privacy: practices, the provider can, or
must refuse to, previde serviGes;

Myth #12: The HIPAATERAVacY RUIENMPOSES many. hew restrictions on
hospitals” funding efferts so)thatfindraising becomes almost
impossible.

Myth #13; The press can neengeraceess Vital public.info from
hospitalsiabout: acCident: 6ff Gime VIGHmSs.
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e Does the Priva(y‘RuIe permita :
/ covered entity to use or disclose
protected health mformatlon
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AlSWETs

® Yes. \ =4
/e A cdveréa"e_ tity is permittegl to use or: disclose p""rotectegal

health infoermation pursuant to any Authorization that
meets the Privacy Rule’s requirements at 45 CFR 164.508.

e The Privacy Rulgfreguiresithat-antAuthorization contain
certain core elements ana/stater;

(i.e., it could be draftedbyranyentity),
K - o | i \ - -
(_,/o *or dictate any particularsfonmatfor an Authorization.
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o Thus a covered el ty may dlsclose \\s/
protected health mformatlon as specified in
‘a valid A\thhorlzatlon ‘that has been created
by another covered entity or a third party,
such as an pany or
research
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e Must a covered lth care provider
™ obtawan individual’s authorization to |
use or disclose protected health

information;to an i ipreter?:




# A Barnett International

' Results powered by experience.

AlSWETs

e \When an interpreter: is used to. communicate with an individual Tﬁe
Individual’s authorizationis not r}eqwred

rd

/ e Covered entit} may, use and disclose protected health iInformation
for. treatment, payment and health care operations without an

individual’s authorization, 45 164.506(c).

e A covered healthicareproevidermi Jhi‘ Use interpreter services to

communicate Wi Bt RHOIEES! a language other: than
English or whoraré Oftearing, and provision of
interpreter; services us ,|||y w||| e d Edll ché‘OQeratlons
;unctlon ofithe coveredlentity/asidefined’at 45 CFR 164.501.

. J
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“e The interpreter may be ir-"ter /a‘f or external to the company: |
e When the interpreter is a‘member of the covered entity's
workforce (i.e., a blllnguhl employee, a contr\'”ct-mﬁerpreter on
/ staff or arvolunteer) as defln d at 45 CER 160.103; f
e When a co éred entity engages the services ofi a person or

entity, who is net member, to perform interpreter
services on Its '

CFR 160.103
e A coveredfentity m.ny dlf'l()" cted health infermation
as Necesse ‘to provide interpreter
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) /a \

/e Can aﬁhysici"an’s ;)ffice FAX patient /
medlcal mformatlon to another




# A Barnett International

' Results powered by experience.

AlSWETs

S

~e Yes f ‘

e [he HIPAA Privacy Rule permits eﬁhysicians to d\SH@se protected
health information to another: health care provider for treatmen }:
/ PUrposes. Reséarch |s con5|dered treatment. \

e T[his can be doﬁ*b /. fax or: by.ether means like phone.

e Covered entities S M Place sonat;lé and appropriate
administrative; techni Safeguards to protect the
privacy. of; protected he NinAfermation tiat is-disclosed using a fax
machine. b

|

Eﬂ“"h-.. |

b
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- o Examples of measures that cotld be Legsonable and appropriate in
such a situation include: \’x,j/

e the sender confirming that th]e fax number to be used is in fact
/ ~ the correct\ojne for; the other: physician’s ofﬁce‘;{ and

e placing the faxamachine in.e
unauthorized aGGEESS LG

ccure location to prevent

e Document tihiese elioris!
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I

e Can the Review Preparatory to—
/ Research (RPR) provision of the HIPAA |
Privacy Rule at 45 CFR 164.512(i)(1)(ii)
be usedito;recruit individuals into a
research "
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AlSWETs

o~

e Yes - l

e This provision permits covered entities to use o?‘discjgse protected
health information for purposes ;Ereparatory to research, such as to
/ aid study recnﬁtjment. (L N/ \

e However, the provision at 45 164.512(1)(1)(ii) does not permit
the researcher: to;remoye. profecte Ith  information from the
covered entity’s
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m—

- e A researcher who is an employee or a member of the covered
entity’s workforce could use protected health information to \1 i

contact prospective research subjects. \ e
e [he preparatory research provislon would allow such a researcher: to
/ _identify prospective research) participants for. purposes of seeking their

a“Uthorization_.\to use or. disclose protected health information for a
research study.

e A researcher whojisiNotia partefithne covered entity' may not use
the preparatonyiresearcn provision tecontact prospective research
subjects unlessipartial WaiVerisiappreyed by the IRB/Privacy
Board. a

, , - . e
/_o_/The outside reviewerGangiveitieinforimation to the CE to contact

. J
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EXCEPILION

- Use oft RPR for recrﬁiment screenlng |s\\/’
challenging for the Common Rule
/ (45CFR46)\ VA \ J
>Must do waiver of consent plus the RPR.

> Therefore, tend to defWaiver of: Authorization
instead! off RPR% '

> RPR reservedfiorenorgrant
feasibility’analyses;

rop%als or study.
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P

- )
e Does the HIPAA Précy Rule permit the
/ creation Of\a databaseJ for research purposes
through an Instltutlonal Review Board (IRB)
or Prlvacy\BG ofi individual
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AlSWETs

S8 LSS f ) e ) | \

.

e A covered entity may use or disclose protected health information
without individuals® authorlzatloﬁs for the creatlo\% research
/  database, 3 7\ _/ [
e provided the covered entity obtains documentation that an IRB or

Privacy Boa d has determined that the speC|f|ed waiver criteria were
satisfied.

e Protected healthfinfermationimaintaiined by a covered entity in
such a resear f r,l,.rd_; ,.:.e couldiberused or qiéclosed for future

/ )
/—s/ where the'Ri dlpermit: researcwithout an authorization, such

~ as purstianiteaniIRB/BrivacyBoardwaive ._ N
: n J
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/

— ‘ 0
e Does the HIPAA Précy Rule require a
/ covered entity to (;rea__ﬂe an Institutional |
Review Board (IRB) or Privacy Board before

using or dis Sing protected health
information |
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@UICKeNBLEVA O
Priveicy Bozirels

e A board that may be created by,the CE to review
the researchers reguests for:

e Waiver or Alterations of the. requirements forsindividual
authorization per the Privacy Rule.

e May use an IRB to perform these activities.
e Can be external to the CE if proven reliable.

e Not required tefhiave a minimum number: of
members, buttmust have Varying backgrounds and
appropriate professional competency.

e Must include at leastzone unaffiliated:member.

e Membersimay notiparticipatenfithey have a confilict
oft interestwith the researen. 04
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AlSWETs

“e So the answer is . { No ‘ L

e The IRB or Privacy Board could be created by
/ the cover\eg:l entity orgt/he recipient\\ researcher,
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@UESHERNVAL

e Subject Revoking Authorization

e Scenario: During a site visit a research
nurse informs the study monitor that
there has been follow-up information
obtained.for a subject that is no longer.
participatinglinithe tralland has also
revoked authoerization prior to this follow-
up.

eCanithe CRE disclese thie details of the
event te the CRA? 9
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AlSWEN:

e Yes. ) / ~ | \\ |
o 45 CFR 164.508 & 164.512(b) | —

/

e "HIPAA allows covered entities to use and disc

information without patient a_ﬂthorization or waiver for I
PUrPOSES related to the ! \

e quality, séfety,,f-or effectiveness of EDA-regulated
products.

.nts, device tracking,

'/

nation, regulatory

|
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/

i | ' =
e \What does the HIRA/AE Privacy Rule say
about a research parti}ipant‘s right of f
access to research records or results?
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AlSWEN:

="

o With few exceptions,-‘ the/ﬁrhi“\‘/“ac\y Rule gives patients the
right to inspect and oblg;éin a copy. of health information-
about themselves that is: maintained by hbve__red entity

/  orits busin’és$ associate in__,é “designated record set.”

\

e A designatedirecord set.is basically a group of records
which a coy, ' make decisions about
individual
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Permitted Exceptlo'n / ” \\

e clinical trial data:

/ e The Privacy Rule permlas the individual’s access rights
~in these\cases to be suspended while the clinical trial is
in progress,
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» Does the HIPAA Pri yécyRu e prohibit \\j/
researchers from condltlonmg parij\patlon N
a Clinical trial on an authorlzatlon to f
use/disclose existing protected health
information?
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AlSWEN:

e The Privacy Rule does not address ch*TEITt-iens for
/ enrolimentiin a research study. : f_

e Therefore, the Privacy Rule in ne way: prohibits
researchers fromiconditioning| enrollment in a
research; studysoentne Execution of an authorization
for the use offpre=existing health  information.

e Current Practice: Yes,refisalloffauthorization =
-ineligibilityAto) participatershfieidata could not be

reviewed of; collected: r\\“&f
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» Does HIPAA allow the authorization for
disclosure of PHI for a clinical trial\Qg -
/ combined with a,nautl}orization that would
permit PHT..\ collected during a trial 'to be
placed in'an archive or database for future

research us
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e NO.

e Since the participation in:the clinical trial depend
upon the subject signing an authorization specific to
the trial, combining the two different authorizations
together conditions their participation in the trial on
future use ofithe information and the: patient should
be able to say:N@to, thisiseparate disclosure and
still' be able teyparticipate inthe trial.

e [his would be considered CeerGiVe.

e Remember the autherzation must be specific to the
protocol, not a blanketinstititional authorization. 1.
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RESPONSIPIIUESIOIFL
D EEMESILEN(CI=)
e CE HIPAA Policy Creation %ndzfaiﬁtenag e Mandatory \ |
e Minimal Requirement of Policy: ~ —
\

e Approved by Senior Management
/e Appoint Sechn'\ty and Privacy __,G’Sfﬁcial
e Required Training :
e How Much?
e How Often?
e Covers All' Reguirements
e Can be moreimpacting
e Cannot contradiGt

e

e This includes authorized andiunautioefized disclosures

<
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Jr)orpulllr ES

E21E
e Annual Compllance Repa Reqwred e
e Content? Not specified. b
e Send when and where? Nc}t Specified. (
s Staff must be trained per regulatlons regarding HI}JAA
e Apply GCP and\\PP to study -3
e Risk analysis offdepenc ponsors for
authorizations content
e Know policies off HIPAAprivacy board or IRB if: applicable
e List methods to stay currentwitiregulatior
o Evaluate sit |
“~ - (J_\\K{(H)E
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RESPONSIIIHES GIFtIENSUENAIES -
SPOIISO]s

e Assess compliance of éurrel‘ﬁ"“&i“r"potsential sites \ |
http://www.hhs.gov/dab(éearch.html | <

o Identify when provisions of a%surance of protection of f
/ privacy. of; PHT_‘}is needed. (Research Agreement)

e Recognize sthdy practices that may. create conflict in site
compliance -
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RESPONSIIWES OIFLESUEVAIEE

m—

" Practices that Cause Gonflictin Compliance |
e Pre-screening Logs (uﬁ'authorized disclosures) ~—
e Sponsor SOPs that re(quire sites to ?. if GPP~_

e Adopt new}ractiCes during the different stages of
a clinical trail

/

e Evaluate thelneed torrevise clrrent study
templates 4

‘(_aD/e velop;methods; to)provide essential
documernt CE

10N GIF COMpPIIan
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~

RESPONSIPIIUESIGIRtIESSUEVAIERIT]

.-'-F._.--.-.

~ Sites & Sponsoré . ” \\
e Development & Approval of research
/ pohaes\& procedurés to support (
HIPAA: \
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RESPONSINIHES OIRE si@yAeEz

~ Site Visit Repo"rt evisions: =

¢ -oﬁ.._EvaIugﬁgn Visits: \ :
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2 X RESHONSILIIESIORERE SHUEyAIEam

.--—"".-.

~Initiation Visits a%nd/or Investigator \\
Meeting: ( ) Ly :

i Add|tr@Q of Site HIPAA{Compliance QL\Jestio'ns: f-

e Include-Action Plans for Compliance; Risk of

.f)fr.l. =
e Docu b Stat ' ssurance of Protection
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RESPONSILILESIO) uli@yANEZ
Interim Monitori g/\/|5| S =
/ e List How, When, and gy Whom Authorization f
~was o@talned N \

o Careful'to) AddfActionHtems o GPP and Follow
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RESPONSIPIIUESIOIRT uli@\yAlEa T

f'_.__..--"

~ Close-out Visit: / e |
o >R asiurance e

(/
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RESPONSILIIUESIO

~ Follow-Up Lettel}s / =0 ‘ \v

Vi \ >D-6cumen) Authorizations\ J
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SIULRErIELY:
Lat's Worlk tggjatner
to uohold tha Privacy of Clinical Resazarch Particioznt

Datzy; than ultirnately wea will incraase the coniidance of

tha generzal puolic in Clinicad Trizds.
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