How to Set Up Multifactor Authentication

Email Authentication Setup

1. Afteryourinitial login, click “Email” to receive a one-time passcode thereby setting up your ability to
authenticate via the email address associated with your Third Party Workday account.
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Setup Multifactor Authentication
Multifactor authentication enhances the security of
your Workday account by using a secondary device
1o verify your identity.

You have 3 signins remaining before a verification

code is required.

Authenticator App

©2025 Workday, Inc. ~ Privacy

2. Confirm the email address to which the verification code will be sent, then click “Send to email.”
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Send Verification Code

7

We will send a verification code to your email
address 5o it can be used to verify your identity

Email Address

@test com

Send to Email
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3. Checkyour email for a one-time passcode.



[EXT] Workday Login Passcode: 123456

@ University of Rochester (Warkiiay) <noreply@otpworkday com
o

wdrkdby

Dear

Enter the passcode below to log into Workday frem your browser.
123456

‘This passcode is valid for 10 minutes,

If you don't recognize this action, and follow your

10 reset your password

4. Enterthe one-time passcode/verification code from your email into the field provided on the Workday login

screen.
5. Click “Continue.” You should be redirected to a “Success!” screen.
a. Ifyou enter the passcode incorrectly, you will receive an error message and should try again.
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Enter Verification Code

6. Click “Done.”
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You will receive a check mark next to the “Email” authentication option. You can then choose to opt-in to the
Authenticator App method next or click “Finish” to opt-in later (See Setting Up an Authenticator App After First

Login if you choose to set up the authenticator app later).
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Faculty, Staff, and Students

Select your organization on the left and sign in with your Active Directory account.

Former Faculty and Staff
Scroll down on the left to select your former organization near the bottom of the list

UR Student Third Parties
Sign in with your user name and password on the left. If you do not see usename
and password boxes, click UR Student Third Parties
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Status
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Authenticator App Setup

If you select to authenticate using an Authenticator App and you do not already have an authenticator application
on your device, follow these steps:

1. Gotoyour App Store (for Apple iOS devices), Google Play Store (for Android devices), or other relevant
application store already installed on your device.

2. Searchfor “authenticator app” in the search feature.

3. Read through the “About this app” sections of those in which you’re interested, including the “Data safety”
area.

4. Download the application of your choice.

5. Onceyour application is downloaded, open the app and follow the prompts to get started.



